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From the specification of a Seagate harddisk

Specifications |160GB:
Interface Options
i Model Number ST3160811AS

y ST3160211AS*

Performance

Cache Options (Mbytes) 2,8

Available Transfer Rates (Mbytes/sec) 100, 300

Average Latency (msec) 4.16

Spindle Speed (RPM) 7200

Configuration/Organization

Bytes per Sector 512

Reliability/Data Integrity

Contact Start-Stops 50,000

Nonrecoverable Read Errors 1 per 10"

per Bits Read

Annualized Failure Rate (AFR) (%) 0.34

Limited Warranty (years) 5




Statisticially every 10" bits you will read a
corrupt bit fron the harddisk without

detection of the error correction of the
harddisk
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Su rrors are inevitable ...







0 get to ‘h data density at %
you needa special mechanism to read the da

: from tbe rotating r ust

— —










(=

ximum likelihood” ..

... hearth warming isn’tit 7 ;)




The harddisk electronics don't
measure the exact signal levels of the data.
Based on statistical methods the most probable

bit pattern is generated from the analog signal.
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A
As pt

We see 2 TB and bigger c

() 4 ‘ .




o

kay, let’s start with

some basics of RAILC




Okay, let’s look at a single stripe with 6
disks and 1 disk for the parity.

oue AE o JE o AE o AF o JF o




Side note

| know, that RAID5 has no dedicated

parity disk, but this is much easier to
understand and much easier to
put into to some figures.




As long all disks are well and okay, you
doesn’t have this problem, and you
would be able to use the parity for

scrubbing
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(although i would prefer a stronger information
redundancy by the one
introduced by XOR)




Okay, the rationale behind RAID 5 is the
deliberate generation of information
redundancy to survive the losses of

informations by a disk failure




Let's assume a disk failure ...




You lost the data redundancy ...
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The failed disks Is subsituted by an
intact, but empty disk.




You get your data back with an
algorithm to calculate the missing
data out of the parity and
the surviving data
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that’s the problem




You have to read all the data on all surviving
disks to recover the data.
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Okay, that's 6 *2TB =12 TB
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O You remember
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While resyncing your RAIDS
you ve read at least one wrong
bit from your disks giving you
wrong data.
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ead error




So the reconstruction algorithm
works with incorrect data.




The RAID-Controller can’t detect it.
As the controller works on blocklevel
without knowledge about the data,

it can’t tell correct from incorrect data,
empty blocks from filled blocks




With a bit error while resyncing:
The reconstructed data on the new
disk Is incorrect.
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N let’s assume another
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> disk the bit error in the last resync
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But the actual data of the disk failed before
was calculated on the still present and unchanged parity
and the data with the bit error.
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Xven without an

bit error you create another
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Xarching challenc \

To assure, that you've read

ne survivina information cot | =




Spe while resyncing yc
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In the moment of a failure,
the parity isn’t useful for validating
the correctness

You ve lost your data redundancy
by the failure
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So detect such a prob
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ou n more data redundanc










You can use the additional data redundancy
to check the validity of your reconstruction
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more overhead
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And the overarching problems of
bit errors isn't solved by this problem ...
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The parity information is only used for
resyncing (and scrubbing), but not at every read ...
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Alternative: Checksums
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mplemented in ZF
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Wi rong checksu
| ca lidate the correctness

the data i've reac
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hecksum Is an
tion redundancy, to

S —




o

I use It to check
> Cor ess of the reconstructic
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Z ses this for a neat tric

combinatorical resyr




When the

checksum on disk
and the
checksum calculated from the read data
doesn’t match
the system fetches the parity.




checksum and pari

Ou determine the block with the incorrect data
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A ble failure of two dis

in a RAIDZ send




There is ason for double parity RAID

(obviously called RAIDZ2)




At the end this poses an interesting question:

Can you afford not to use checksums
for exisiting and upcoming large disks?




