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1 The genesis of LKSF

1.1 How it started

In January 2008 I felt like writing short tutorials on less-known features in Solaris.

It turns out that although many of Solaris’ features are known to customers, there are
few customers aware of all of Solaris features.

Y

An second insight was a little bit different: Sun doesn’t have a "not enough documentation’
problem, it has a problem with ”too much documentation”. Solaris is a tool with extreme
capabilities — all well documented at docs.sun.com or in the man pages. The problem is
(vastly exaggerated): it’s like having the Encyclopedia Britannica, sufficient tools, skilled
engineers and mechanics and the material, leaving you with the job of building an Airbus
380. While that may be possible, it is difficult to find the right starting point.

?The less known Solaris Features” (a.k.a LKSF) wants to give you this start, and I started
writing these tutorials on my blog http://www.c0t0d0s0.org in February 2008.

1.2 The scope

The tutorials in this book don’t attempt to explain a feature in its entirety, as that would
be redundant to the man pages and docs.sun.com. The examples in this book take some
typical use cases and describe the configuration of a feature to match. At the end of each
feature you will find some links to more information and the documentation about the
feature.

1.3 The disclaimer

e Please don’t try the stuff in this tutorial on your production systems until you are
familiar with the steps.

e Please obey the licensing note in the Appendix.
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2 The guide to LKSF

2.1 Solaris Administration

2.1.1 Liveupgrade

From time to time you have to update or patch your system. How do you patch the
system without long service interruptions?” How do you keep a running version of your
operating environment in case something goes wrong? Solaris can help you cope with
these situations using its LiveUpgrade feature — patching and Updating while the system
is still operational.

You will find the Liveupgrade tutorial in section [3| on page

2.1.2 Boot environments based on ZFS snapshots

Live Upgrade was introduced for multiple disks or multiple partitions several years
ago. How would such a functionality look like on modern file systems with ubiquitous
snapshots? Well, ZFS boot and boot environments on ZFS give you such functionality
today.

The introduction to the ZFS based boot environments is located in section |4] on page

2.1.3 Working with the Service Management Facility

init.d was a venerable concept for many years to start and stop services. But it had
its shortfalls. Sun therefore introduced the service management facility in Solaris 10, to
offer functionalities like service dependencies, service instances and a central point of
service management.

Section [5| on page [37 will give you insight to this interesting feature of Solaris.

17



2 The guide to LKSF

2.1.4 Solaris Resource Manager

You can run a multitude of services and applications on a single big system. But how
can you ensure, that every application gets its share of performance? Solaris Resource
Manager can help you to control a process’s CPU, memory and other resources.

In section [6] on page [58 you can learn how use this feature.

2.1.5 /home? /export/home? AutoFS?

Many people wonder about the different location for the user home directories on a Solaris
system. Why are the home directories located in /export/home and not in home?

The history of these two directories and some insight into AutoF'S will be described in
section [7] on page [77]

2.1.6 lockfs

Sometimes you have to ensure that a file system doesn’t change while you're working on
it. To avoid that, use the lockfs command.

You will learn more about this function in section [§ on page [84]

2.2 Solaris Security

2.2.1 Role Based Access Control and Least Privileges

root can do everything on a system, but is it a wise choice to give everyone the root
password and thus the key for all rooms in the kingdom? Does a process need all the
privileges of root just to bind to a privileged port? How do you configure the least set
of privileges to a process?

Section [I1] at page answers this questions.
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2 The guide to LKSF

2.2.2 The Solaris Security Toolkit

The Solaris Security Toolkit is designed to automate the hardening and minimization of
a Solaris system. The toolkit contains the knowledge even to harden a tough target like
a Sun Cluster installation and simplifies the necessary steps.

A tutorial on the usage of the Solaris Security Toolkit is located in section [I2] on page
1201

2.2.3 Auditing

What happens on your system? When did a user use which command? When did a
user delete a particular file? You need log files to answers this question. The auditing
functionality in Solaris generates these and reports on a vast amount of actions happening
on your system.

The configuration of this feature is explained in [13] on page [129

2.2.4 Basic Audit Reporting Tool

Sometimes you need to know, what has changed on a system since you installed it. For
example when all your fellow admins tell you after a system crash. The Basic Audit
Reporting Tool can answer this question by comparing different states of you system.

The usage of BART is explained in section [14] on page [134]

2.2.5 IPsec

Secure communication between hosts gets more and more important. Secure communica-
tion does not only mean encrypted traffic. It also includes the authentication of your
communication partner. Solaris has had an [Psec implementation since a number of
versions.

The configuration of IPsec is described in [15| on page [136]
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2 The guide to LKSF

2.2.6 On Passwords

It is important to have good and secure passwords. All other security systems are
rendered worthless without good keys to the systems. Solaris has some features to help
the administrator to enforce good passwords.

Section 77 on page 77 describes this feature.

2.2.7 Signed binaries

There are literally thousands of binaries on your system, but are they really all supplied
by Sun? Every binary in Solaris is digitally signed by Sun.

The section [16| on page [145| explains, how you verify these signatures.

2.2.8 kssl

In Solaris 10 got an interesting feature to enable SSL for any service by adding a
transparent SSL proxy in front of its . This proxy runs completely in kernel-space and
yields better performance compared to a solution in the user-space.

The section [18| on page [154] explains, how you enable kssl.

2.3 Storage

2.3.1 fssnap - snapshots for UFS

File system backups can be faulty. When they take longer, the file system has a different
content at the beginning at the end of the backup, thus they are consistent. A solution
to this problem is freezing the file system. fssnap delivers this capability to UFS.

Section [19| describes this feature. The tutorial starts on page [159,

2.3.2 iSCSI

With increasing transfer speed of Ethernet it gets more and more feasible to use this
media to connect block devices such as disks to a server. Since Update 4 Solaris 10 has a
built-in functionality to act as an iSCSI initiator and target.

The configuration of iSCSI is the topic of section [20[ on page [163]
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2 The guide to LKSF

2.3.3 Remote Mirroring with the Availability Suite

You have two data centers with similar hardware and same software on both. The second
data center is a perfect replica of the first. Good basics for disaster recovery. The
remaining issue: How to get the data to your backup data center? And how to get the
data back after the you've recovered your primary data center. The Remote Mirroring
facility of the Availability Suite was designed for such situations.

Section [21] on page [174] explains the configuration of a remote mirror.

2.3.4 Point-in-Time Copy with the Availability Suite

Sometimes you need a copy of your data to test applications or to keep a working copy
when you upgrade them. Copying the whole data is possible, but inefficient. Generating
a frozen snapshot is easier. The Availability Suite enables the admin to freeze the state
of a disk with much lower overhead in a short time.

Point-in-Time copies will be explained in [22| on page [192]

2.3.5 SamFS - the Storage Archive Manager File System

Typically documents and data are put away for years without them being accessed, but
you cannot delete the data — possibly due to law. So your data rotates on rotating rust
for years on power-hungry disks. It would be nice to archive all this data on tape without
thinking about it. SamF'S is a tool for this task.

The section [23| on page will give you a basic overview of the configuration and use of
SamFS, the hierarchical storage management system from Sun.

2.4 Solaris Administrators Toolbox

2.4.1 fuser

This short tutorial will show you how to find out which processes are using files on a file
system. It’s located in section [24] on page [245]
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2 The guide to LKSF

2.4.2 pfiles

Many people install 1sof on their system as they know it from Linux. But you have an
similar tool in Solaris. In section [25| on page [248| you will find a short tip for its usage.

2.4.3 Installing Solaris Packages directly via Web

This trick isn’t widely known. You can install a package directly from a HTTP source.
Look in this section [26] on page for a description.

2.4.4 About crashes and cores

There is no bug-free code, thus from time to time an operating system has to react: it
crashes and dumps core to protect itself. Learn to control the core-dumps and how you
can do some basic analysis in section [27] on page [251]

2.5 Nontechnical feature

2.5.1 Long support cycles

Solaris has a long life time for a single Solaris release with a defined time line that governs
the life cycle. Get some insight to the life of a release in section 29| on page [299]
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3 Liveupgrade

3.1 How to change the world

Once in a while root saw some imperfections in his world. He had to change some things.
But root couldn’t stop the turning of the world for hours as people lived in this world.
Because of root’s special powers, root was able to create a second world without people.
Thus root created a second world as an exact copy of the old world. And now root was
able to work on the imperfections of his world as long as root wanted. Then he behold
and all was good. A magic chant late at night when all people slept and the people woke
up in the new world.

3.2 What'’s Live Upgrade

Okay, Live Upgrade isn’t really a ”less known feature”, but in the time working at the
keyboard at several customer sites, I've got aware of a fact: One of the most simple,
but brilliant feature of Solaris is a somewhat unused feature. The feature is called Live
Upgrade.

We've got painfully aware of two facts in the past: At first ... yes, we know of our
somewhat suboptimal patch process. And: You can’t expect updates of the operating
environment when you have to bring down the machine for some time. Thus Sun
introduced a feature called Live Upgrade.

Okay, Live Upgrade is so easy that nobody has an excuse not to use it. And with 6 GB
size of the SOE and 73 GB boot disks minimum ”no space” isn’t an excuse too ;)

3.3 The concept behind Live Upgrade

The basic concept behind Live Upgrade is pretty simple. All mechanisms are grouped
around the concept of alternate boot environments. At first you have your running boot
environment and a empty slice or disk (the symbol with the thick lines is the active boot
environment).
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3 Liveupgrade

koot ’
m u

Figure 3.1: Live Upgrade: Situation before start

Now you create an alternate boot environment. It’s a copy of the actual boot environment.
The system still runs on this environment.

boot
anvironment

alternate

boot
anvironment

Figure 3.2: Live Upgrade: Creating the alternate boot environment

The trick is: The update/patch processes doesn’t work on the actual boot environment,
they use this alternate but inactive boot environment. The running boot environment

isn’t touched at all.

afternate
boot

boot
anvironmeant

environment

Figure 3.3: Live Upgrade: Patching/Upgrading the alternate boot environment

After the completion of the updating you have an still running boot environment and
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3 Liveupgrade

a fully patched and updated alternate boot environment. Now the boot environments
swap their roles with a single command and a single reboot.

boot
enviranment

‘ alternate

Figure 3.4: Live Upgrade: Switching alternate and actual boot environment

After the role swap the old system stays untouched. So, whatever happens with your
new installation, you can fall back to you old system. In case you see problems with
your new configuration, you switch back the but environments and you run with your
old operating environment.

3.4 A hint for testing this

Use some spare equipment. I've used my MacBook Pro for the first try, and it took
forever. Do yourself a favor and don’t use a virtual environment. At least use a real
DVD and not an ISO to prevent the harddisk from jumping around.

3.5 Using Live Upgrade without Updating

Okay, I will present two usecases to you: The first one doesn’t exactly match to the
"upgrade” moniker. It’s a solution for a small problem: You've installed your system
and after a few weeks you realize, that you filesystem model wasn’t the best choice.
/export/home to large, / to small. and a separated /var would be nice. Okay, how you
separate those filesystems without a longer service interruption. Bringing the system
down, moving files around, booting it up is not an option for productive system. Moving
while running isn’t a good idea.

Live Update is a nice, but simple solution for this problem: Live Upgrade replicates the
boot environments by doing a file system copy. The filesystem layout of the old boot

26



3 Liveupgrade

environment and the new environment doesn’t have to be the same. Thus you can create
a filesystem layout with a bigger /, a smaller /export/home and a separate /var. And
the best is: The system runs while doing this steps.

In my example I will start with an operating system on a single partition. The partition
is located on /dev/dsk/c0d0s0 and has the size of 15 GB.

/ on /dev/dsk/c0dOsO read/write/setuid/devices/intr/largefiles/
logging/xattr/onerror=panic/dev=1980000 on Mon Feb 11
21:06:02 2008

At the installation time I've created some additional slices. c0d0s3 to c0d0s6. Each of
the slices has the size of 10 GB.

Separating the single slice install to multiple slices is nothing more than using Live
Upgrade without upgrading. At first I create the alternate boot environment:

# lucreate -c "sx78" -m /:/dev/dsk/c0dOs3:ufs -m /usr:/dev/dsk/
c0d0s4:ufs -m /var:/dev/dsk/c0d0Os5:ufs -n "sx78_restructured

Discovering physical storage devices

[..]

Populating contents of mount point </>.
Populating contents of mount point </usr>.
Populating contents of mount point </var>.
[..]

Creation of boot environment <sx78_restructured> successful.

We've successfully created a copy of the actual boot environment. But we told the
mechanism to put / on c0d0s3, /usr on c0d0s4 and /var on c0d0s5. As this was the first
run of Live Upgrade on this system the naming of the environment is more important
than on later runs. Before this first run, the boot environment has no name. But you
need it to tell the process, which environment should be activated, patched or updated.
Okay, my actual environment runs with Solaris Express CE build 78, thus I've called it
7sx78”. The lucreate command set this name to the actual environment. My new boot
environment has the name "sx78_restructured" for obvious reasons.

Okay, now you have to activate the alternate boot environment.

# luactivate sx78_restructured

Saving latest GRUB loader.

Generating partition and slice information for ABE <
sx78_restructured>

Boot menu exists.

Generating direct boot menu entries for ABE.

Generating direct boot menu entries for PBE.
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[..]

Modifying boot archive service

GRUB menu is on device: </dev/dsk/c0d0s0>.

Filesystem type for menu device: <ufs>.

Activation of boot environment <sx78_restructured> successful.

Now we have to reboot the system. Just use init or shutdown. If you use any other
command to reboot the system, Live Upgrade will not switch to new environment:

# init 6
Okay, this takes a minute. But let’s have a look on the mount table after the boot.

# mount

/ on /dev/dsk/c0d0s3 read/write/setuid/devices/intr/largefiles/
logging/xattr/onerror=panic/dev=1980003 on Tue Feb 12
05:52:50 2008

[...]

/usr on /dev/dsk/c0dOs4 read/write/setuid/devices/intr/
largefiles/logging/xattr/onerror=panic/dev=1980004 on Tue
Feb 12 05:52:50 2008

[...]

/var on /dev/dsk/c0d0sb5 read/write/setuid/devices/intr/
largefiles/logging/xattr/onerror=panic/dev=1980005 on Tue
Feb 12 05:53:12 2008

Mission accomplished. Okay, but we want to use LiveUpgrading for upgrading, later.
Switch back to your old environment:

# luactivate sx78

Boot the system. And your are back on your old single-slice installation on c0d0s0:

/ on /dev/dsk/c0d0s0O read/write/setuid/devices/intr/largefiles/
logging/xattr/onerror=panic/dev=1980000 on Mon Feb 12
06:06:02 2008

3.6 Using Live Upgrade for upgrading Solaris Express

With a new Solaris Express Community Edition every week a Live Upgrade procedure is
a good practice to update your system to a new release of the operating system.

Okay, I've burned a DVD with the Solaris Express Community Edition Build 81. T want
to upgrade the existing boot environment on the three slices. Just to keep the naming in
line, I rename it so sx81.
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# lurename -e sx78_restructured -n sx81
Renaming boot environment <sx78_restructured> to <sx81>.

Changing the name of BE in the BE definition file.
Changing the name of BE in configuration file.

Updating compare databases on boot environment <sx81>.
Changing the name of BE in Internal Configuration Files.
Propagating the boot environment name change to all BEs.
Boot environment <sx78_restructured> renamed to <sx81>.

You don’t have to rename it, you just could use the old name. But why should you confuse
your fellow admins by calling your Build 81 boot environment sx78_restructured.

Okay, now start the upgrade. My installation DVD was mounted under cdrom/sol_11_x86
by Solaris and I want to upgrade the sx81 boot environment. This will take a while. Do
this overnight or go shopping or play with your children. Your system is still running
and the process will not touch your running installation:

# luupgrade -u -n sx81 -s /cdrom/sol_11_x86

Copying failsafe kernel from media.

Uncompressing miniroot

[...]

The Solaris upgrade of the boot environment <sx81> is complete.
Installing failsafe

Failsafe install is complete.

Okay. Let’s check the /etc/release before booting into the new environment:

# cat /etc/release
Solaris Express Community Edition snv_78 X86
Copyright 2007 Sun Microsystems, Inc. All Rights
Reserved.
Use is subject to license terms.
Assembled 20 November 2007

Activate the new boot environment:

# luactivate sx81

Saving latest GRUB loader.

Generating partition and slice information for ABE <sx81>
Boot menu exists.

Generating direct boot menu entries for ABE.

Generating direct boot menu entries for PBE.

[...]
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Modifying boot archive service

GRUB menu is on device: </dev/dsk/c0d0s0>.
Filesystem type for menu device: <ufs>.
Activation of boot environment <sx81> successful.

Eject the installation DVD and reboot the system:

# eject
cdrom /dev/dsk/c1t0d0s2 ejected
# init 6

Wait a minute, login to the system and let’s have a look at /etc/release again:

bash-3.2% cat /etc/release
Solaris Express Community Edition snv_81 X86
Copyright 2008 Sun Microsystems, Inc. All Rights
Reserved.
Use is subject to license terms.
Assembled 15 January 2008

By the way, the system runs on the three seperated slices now:

/ on /dev/dsk/c0dOs3 read/write/setuid/devices/intr/largefiles/
logging/xattr/onerror=panic/dev=1980003 on Tue Feb 12
07:22:32 2008

[..]

/usr on /dev/dsk/c0d0s4 read/write/setuid/devices/intr/
largefiles/logging/xattr/onerror=panic/dev=1980004 on Tue
Feb 12 07:22:32 2008

[..]

/var on /dev/dsk/c0d0s5 read/write/setuid/devices/intr/
largefiles/logging/xattr/onerror=panic/dev=1980005 on Tue
Feb 12 07:22:54 2008

Neat, isn’t it 7

3.7 Do you want to learn more ?

Documentation

Solaris 10 8/07 Installation Guide: Solaris Live Upgrade and Upgrade Planning ;;
Upgrading With Solaris Live Upgrade

Others
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3 Liveupgrade

Solaris Live Upgrade Software: Minimum Patch Requirements (the infodoc formerly’
known as 72099
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4 Boot environments based on ZFS
snapshots

4.1 Using snapshots for boot environments

One of the nice features of ZFS is the fact that you get snapshots for free. The reason lies
in the copy-on-write nature of ZFS. You can freeze the filesystem by simply not freeing
the old blocks. As new data is written to new blocks, you don’t even have to copy the
blocks (in this sense the COW of ZFS is more like a ROW, a "redirect on write”).

ZFS boot enables the system to work with such snapshots, as you can use one to boot
from. You can establish multiple boot environments just by snapshotting the boot
filesystems, cloning them and promoting them to real filesystems. These are features
inherent to ZFS.

4.2 A practical example

A warning at first: Don’t try this example without a good backup of your system. Failing

that, use a test system or a test VM. We will fsck up the system during this example.
Okay...

I've updated my system, so I have already two boot environments:

jmoekamp@glamdring:"# beadm list

BE Active Active on Mountpoint Space
Name reboot Used
opensolaris-1 yes yes legacy 2.31G
opensolaris no no - 62.72M

This mirrors the actual state in your ZFS pools. You will find filesystems named
accordingly.
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NAME
USED AVAIL REFER MOUNTPOINT

rpool 2.39
G 142G 56.5K /rpool

rpool@install 18.5
K - 55K -

rpool/R0OOT 2.37
G 142G 18K /rpool/ROOT

rpool/R0O0T@install
0 - 18K -

rpool/RO0T/opensolaris 62.7
M 142G 2.23G legacy

rpool/RO0T/opensolaris -1 2.31
G 142G 2.24G legacy

rpool/RO0T/opensolaris-1@install 4.66
M - 2.22G -

rpool/RO0T/opensolaris-1@static:-:2008-04-29-17:59:13 5.49
M - 2.23G -

rpool/RO0T/opensolaris-1/opt 3.60

M 142G 3.60M /opt
rpool/RO0T/opensolaris-1/opt@install

0 - 3.60M -
rpool/RO0T/opensolaris-1/opt@static:-:2008-04-29-17:59:13

0 - 3.60M -
rpool/RO0T/opensolaris/opt

0 142G 3.60M /opt

rpool/export 18.9
M 142G 19K /export

rpool/export@install 15
K - 19K -

rpool/export/home 18.9
M 142G 18.9M /export/home

rpool/export/home@install 18
K - 21K -

After doing some configuration, you can create an boot environment called opensolaris-baseline
. It’s really easy. You just have to create a new boot environment:

# beadm create -e opensolaris-1 opensolaris-baseline

We will not work with this environment. We use it as a baseline, as a last resort when we

destroy our running environment. To run the system we will create another snapshot:

# beadm create -e opensolaris-1 opensolaris-work

Now let’s look into the list of our boot environments.
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jmoekamp@glamdring:"# beadm list

BE Active Active on Mountpoint Space
Name reboot Used
opensolaris-baseline no no - 53.5K
opensolaris -1 yes yes legacy 2.31G
opensolaris no no - 62.72M
opensolaris-work no no - 53.5K

We activate the opensolaris-work boot environment:

jmoekamp@glamdring:"# beadm activate opensolaris-work

Okay, let’s look at the list of boot environments again.

jmoekamp@glamdring:"# beadm list

BE Active Active on Mountpoint Space
Name reboot Used
opensolaris-baseline no no - 53.5K
opensolaris -1 yes no legacy 24 .5K
opensolaris no no - 62.72M
opensolaris-work no yes - 2.31G

jmoekamp@glamdring:"#

You will see that the opensolaris-1 snapshot is still active, but that the opensolaris-work
boot environment will be active at the next reboot. Okay, now reboot:

jmoekamp@glamdring:"# beadm list

BE Active Active on Mountpoint Space
Name reboot Used
opensolaris-baseline no no - 53.5K
opensolaris -1 no no - 54.39M
opensolaris no no - 62.72M
opensolaris-work yes yes legacy 2.36G

Okay, you see that the boot environment opensolaris-work is now active and it’s
activated for the next reboot (until you activate another boot environment).

Now we can reboot the system again. GRUB comes up and it will default to the
opensolaris-work environment. Please remember on which position you find opensolaris-baseline
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in the boot menu. You need this position in a few moments. After a few seconds, you
can log into the system and work with it.

Now let’s drop the atomic bomb of administrative mishaps to your system. Log in to
your system, assume the root role and do the following stuft:

# cd /
# rm -rf =*

You know what happens. Depending on how fast you are able to interrupt this run,
you will end up somewhere between a slightly damaged system and a system fscked up
beyond any recognition. Normally the system would send you to the tapes now. But
remember - you have some alternate boot environments.

Reboot the system, wait for GRUB. You may have garbled output, so it’s hard to read
the output from GRUB. Choose opensolaris-baseline. The system will boot up quite
normally.

You need a terminal window now. How you get such a terminal window depends on the
damage incurred. The boot environment snapshots don’t cover the home directories, so
you may not have a home directory any more. I will assume this for this example: you
can get a terminal window by clicking on ”Options”, then ”Change Session” and choose
"Failsafe Terminal” there.

Okay, log in via the graphical login manager; a xterm will appear. At first we delete the
defunct boot environment:

# beadm destroy opensolaris-work
Are you sure you want to destroy opensolaris-work? This action
cannot be undone (y/[n]):

y

Okay, now we clone the opensolaris-baseline environment to form a new opensolaris-work
environment.

# beadm create -e opensolaris-baseline opensolaris-work

We reactivate the opensolaris-work boot environment:

# beadm activate opensolaris-work

Now, check if you still have a home directory for your user:

# 1s -1 /export/home/jmoekamp
/export/home/ jmoekamp: No such file or directory

If your home directory no longer exists, create a new one:

35



4 Boot environments based on ZFS snapshots

# mkdir -p /export/home/jmoekamp
# chown jmoekamp:staff /export/home/jmoekamp

Now reboot the system:

# reboot

Wait a few moments. The system starts up. GRUB defaults to opensolaris-work and
the system starts up normally, without any problems, in the condition that the system
had when you created the opensolaris-baseline boot environment.

# beadm 1list

BE Active Active on Mountpoint Space
Name reboot Used
opensolaris-baseline no no - 3.18M
opensolaris-1 no no - 54 .42M
opensolaris no no - 62.72M
opensolaris -work yes yes legacy 2.36G

Obviously you may have to recover your directories holding your own data. It’s best
practice to make snapshots of these directories on a regular schedule, so that you can
simply promote a snapshot to recover a good version of the directory.

4.3 Conclusion

You see, recovering from a disaster in a minute or two is a really neat feature. Snapshotting
opens a completely new way to recover from errors. Unlike with LiveUpgrade, you don’t
need extra disks or extra partitions and, as ZFS snapshots are really fast, creating
alternate boot environments on ZFS is extremely fast as well.

At the moment this feature is available on Opensolaris 2008.05 only. With future updates
it will find its way into Solaris as well.
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5 Working with the Service
Management Facility

5.1 Introduction

The Service Management Facility is a quite new feature. But sometimes I have the
impression that the most used feature is the capability to use old legacy init.d scripts.
But once you use SMF with all its capabilities, you see an extremely powerful concept.

5.1.1 init.d

For a long time, the de-facto standard of starting up services was the init.d construct.
This concept is based of startup scripts. Depending from their parametrisation they
start, stop or restart a service. The definition of runlevels (what has to be started at a
certain stage of booting) and the sequencing is done by linking this startup scripts in a
certain directory and the naming of link.

This mechanism worked quite good, but has some disadvantages. You can’t define
dependencies between the services. You emulate the dependencies by sorting the links,
but that’s more of a kludge as a solution. Furthermore the init.d scripts run only once.
When the service stops, there are no means to start it again by the system (you have
to login to the system and restart it by using the init.d script directly or using other
automatic methods)

With init.d a service (like httpd on port 80) is just a consequence of running scripts, not
a configurable entity in itself.

5.1.2 Service Management Facility

SMF was invented to solve many of the problems of the old startup mechanism. Most
problems from resulting from the init.d framework result from a lack of knowledge of the
system about services it’s running. What do I need to run my service? Is this services
needed for other services? What is the status of a service? Should I restart another
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service (e.g. database) to circumvent problems in another service (an old web application
for example)? Okay, an expert has the knowledge to do such tasks manually ... but do
you want to wake up at night, just to restart this fscking old application?

The concepts of SMF enables the admin to put this knowledge into a machine readable
format, thus the machine can act accordingly. This knowledge about services makes the
SMF' a powerful tool to manage services at your system. SMF enables the system to:

starting, restarting and stopping services according to their dependencies

e resulting from this the system startup is much faster, as services are started in a
parallel fashion when possible

e When a service fails, SMF restarts this service

e the delegation of tasks like starting, stopping and configuration of services to

non-root users

e and much more

The following tutorial wants to give you some insights to SMF. Have fun!

5.2 The foundations of SMF

The additional capabilities of the SMF comes at a price. SMF has to know more about
your services. Most of the new components of the SMF has to do with this capabilities.
So we have to define some foundations before doing some practical stuff.

5.2.1 Service and Service Instance

At first we start with the service and the service instance. This difference is important.
The service is the generic definition how a service is started. The service instance is the
exact configuration of a service. A good example is a webserver. The service defines
the basic methods how to start or stop an apache daemon, the service instance contains
the information, how an specific configuration should work (which port to listen on, the
position of the config file). A service can define to allow just one instance, as well you
can define, you can have multiple instances of a certain service.

But: A service doesn’t have to be a long running process. Even a script that simply exits
after executing (e.g. for some commands to do network tuning) is a special kind of a
service in the sense of SMF.
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5.2.2 Milestone

A milestone is somehow similar to the old notion of runlevel. With milestones you can
group certain services. Thus you don’t have to define each service when configuring the
dependencies, you can use a matching milestones containing all the needed services.

Furthermore you can force the system to boot to a certain milestone. For example:
Booting a system into the single user mode is implemented by defining a single user
milestone. When booting into single user mode, the system just starts the services of
this milestone.

The milestone itself is implemented as a special kind of service. It’s an anchor point for
dependencies and a simplification for the admin. Furthermore some of the milestones
including single-user, multi-user and multi-user-server contain methods to execute the
legacy scripts in rc*.d

5.2.3 Fault Manager Resource ldentifier

Every service instance and service instance has a unique name in the system do designate
it precisely. This name is called Fault Management Resource Identifier. For example
the SSH server is called: svc:/network/ssh:default .The FMRI is divided by the
: into three parts. The first part designates the resource as an service. The second
parts designates the service. The last part designates the service instance. Into natural
language: It’s the default configuration of the ssh daemon.

But why is this identifier called Fault Manager Resource Identifier? Fault Management
is another important feature in Solaris. The FM has the job to react automatically to
failure events. The failure of a service isn’t much different to the failure of a hard disk or
a memory chip. You can detect it and you can react to it. So the Fault Management is
tightly integrated into the service management.

5.2.4 Service Model

As I mentioned before, not at all services are equal and they have different requirements to
starting them. Thus the System Management Facility knows different service models:
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5.2.5 Transient service

The simplest service model is transient. You can view it as a script that gets executed
while starting the system without leaving a long-lived server process. You use it for
scripts to tune or config things on your system. A good example is the script to configure
the core dumping via coreadm.

A recommendation at this place: Don’t use the transient model to transform your old
startup scripts. Albeit possible, you loose all the advantages of SMF. In this case it
would be easier to use the integrated methods to use legacy init.d scripts.

5.2.6 Standalone model

The third service model is the standalone model. The inner workings of this model are
really simple. Whenever the forked process exits, SMF will start it again.

5.2.7 Contract service

The standard model for services is contract. This model uses a special facility of the
Solaris Operating Environment to monitor the processes

5.2.8 A short digression: Contracts

Did you ever wondered about the /system/contract filesystems. It’s the most obvious
sign of the contracts. The contract model is based on a kernel level construct to manage
the relationships between a process and other kernel managed resources. Such resources
are processor sets, memory, devices and most important for SMF other processes. Process
contracts describe the relation between a process and its child process. The contract
subsystem generates events available to other processes via listeners. Possible events
are:

Your system already use this contracts. Let’s have a look at sendmail.

# ptree -c ‘pgrep sendmail®
[process contract 1]
1 /sbin/init
[process contract 4]
7 /lib/svc/bin/svc.startd
[process contract 107]
792 /usr/lib/sendmail -bd -qlbm -C /etc/mail/local.
cf
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Table 5.1: Events of the contract subsystem

EVENT

DESCRIPTION

empty
process exit

core
signal

contract

hwerr

the last process in the contract has
exited

a process in the process contract has
exited

a member process dumped core

a member process received a fatal sig-
nal from outside the

a member process received a fatal sig-
nal from outside the contract

a member process has a fatal hard-
ware error

794 /usr/lib/sendmail -Ac -ql5m

With the -c option ptree prints the contract IDs of the processes. In our example,
the sendmail processes run under the contract ID 107. With ctstat we can lookup the

contents of this contract:

# ctstat -vi 107

CTID ZONEID TYPE STATE
107 0 process owned
cookie:

informative event set:

critical event set:
fatal event set:
parameter set:
member processes:
inherited contracts:

HOLDER EVENTS QTIME NTIME
7 0 - -
0x20
none
hwerr empty
none
inherit regent
792 794
none

Contract 107 runs in the global zone. It’s an process id and it was created by process
number 7 (the sve.startd). There wasn’t any events so far. The contract subsystem
should only throw critical evens when the processes terminate due hardware errors and
when no processes are left. At the moment there are two processes under the control of
the contract subsystem (the both processes of the sendmail daemon)

Let’s play around with the contracts:

# ptree -c ‘pgrep sendmail
[process contract 1]

41



5 Working with the Service Management Facility

1 /sbin/init
[process contract 4]
7 /1lib/svc/bin/svc.startd
[process contract 99]
705 /usr/lib/sendmail -bd -ql15m -C /etc/mail/local.
ct
707 /usr/lib/sendmail -Ac -ql5m

You can listen to the events with the ctwatch:

# ctwatch 99
CTID EVID CRIT ACK CTTYPE SUMMARY

Okay, open a second terminal window to your system and kill the both sendmail pro-
cesses:

# kill 705 707

After we submitted the kill, the contract subsystem reacts and sends an event, that there
are no processes left in the contract.

# ctwatch 99
CTID EVID CRIT ACK CTTYPE SUMMARY
99 25 crit no process contract empty

Besides of ctwatch the event there was another listener to the event: SMF. Let’s look for
the sendmail processes again.

# ptree -c ‘pgrep sendmail
[process contract 1]
1 /sbin/init
[process contract 4]
7 /lib/svc/bin/svc.startd
[process contract 103]
776 /usr/lib/sendmail -bd -ql15m -C /etc/mail/local.
cf
777 /usr/lib/sendmail -Ac -qlbm

Et voila, two new sendmail processes with a different process id and a different process
contract ID. SMF has done its job by restarting sendmail.

To summarize things: The SMF uses the contracts to monitor the processes of a service.
Based on this events SMF can take action to react on this events. Per default, SMF
stops and restart a service, when any member of the contract dumps core, gets a signal
or dies due a hardware failure. Additionally the SMF does the same, wh